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Graph coloring framework to mitigate
cascading failure in complex networks
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Cascading failures pose a significant threat to the stability and functionality of complex systems,
making their mitigation a crucial area of research. While existing strategies aim to enhance network
robustness, identifying an optimal set of critical nodes that mediates the cascade for protection
remains a challenging task. Here, we present a robust and pragmatic framework that effectively
mitigates the cascading failures by strategically identifying and securing critical nodes within the
network. Our approach leverages a graph coloring technique to identify the critical nodes using the
local network topology, and results in a minimal set of critical nodes to be protected yet maximally
effective in mitigating the cascade thereby retaining a large fraction of the network intact. Our method
outperforms existing mitigation strategies across diverse network configurations and failure
scenarios. An extensive empirical validation using real-world networks highlights the practical utility of

our framework, offering a promising tool for enhancing network robustness in complex systems.

Our day-to-day routines rely extensively on the performance of numerous
natural and artificial networks, including neural and genetic regulatory
networks, as well as communication networks, social networks, transporta-
tion networks, electric power grids, etc., to name a few'™. However, most of
these networks are susceptible to cascading failures, where the failure of a
single node can lead to a domino effect, causing widespread breakdown and
disruption of the entire network’. Devising mechanisms to enhance the
resilience of such networks to random failures and targeted attacks is crucial
for eradicating system failures with serious consequences’. Cascading phe-
nomena impart either beneficial’ or adverse effects”*'* depending on the
network’s practical utility. Why do certain works, such as books, movies, and
albums, gain widespread popularity despite limited marketing efforts'', while
similar endeavors fail to attract attention? Why do fluctuations occur in the
stock market without any apparent significant news driving them". How do
grassroots social movements originate without centralized coordination or
widespread public communication”. These features exemplify what econo-
mists refer to as information cascades', where individuals in a population
exhibit herd-like behavior, basing their decisions on the actions of others.
Investigations have also explored how networks of adopters grow,
particularly through social contagion processes'”” like adopting opinions,
behaviors, emotions'*™', or innovations, that can propagate quite rapidly”
depending on their socioeconomical conditions. Social influence is sig-
nificant in this scenario, with individuals being influenced by the viewpoints
of their peers*®"”. Such an effect has been represented by threshold

models®***, which feature that an individual becomes an adopter when the

proportion of its adopted neighbors reaches a critical level specific to their
sensitivity. Such phenomena underscore the complexities of human beha-
vior and decision-making processes™, particularly in contexts where social
influence plays a significant role.

One of the examples that underlie such a social contagion in the col-
lapse of the top Online Social Networks (OSNs) is the Hungarian social
networking site. The Hungarian social networking site iWiW*® was opera-
tional from 2004 to 2013. In late 2010, there was a substantial increase in the
number of users departing from iWiW, resulting in a significant loss and
ultimately leading to the collapse of the entire network. The main reason for
this downfall was later found to be that individuals left when most of their
friends had already departed”. Understanding such a cascade effect is
crucial in various applications such as marketing, advertising, spreading
information, and so on. Identifying critical nodes to which the resources can
be strategically allocated for an effective dissemination of the information
across the network is the key. However, these processes can also have
negative implications in areas like finance, healthcare, and infrastructure by
causing undesired or detrimental outcomes for the community. Therefore,
it is important to mitigate the cascading failure in complex networks to
minimize the potential adverse consequences and to ensure the stability and
resilience of such systems.

Various failure models have been extensively studied and applied to
simulate failure propagation in networks across different contexts. Among
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them, two prominent approaches commonly used to model failure
dynamics in real-world networks are the k-core method”**’ and the frac-
tional threshold model®'~. The k-core method focuses on the structural
resilience of networks by identifying subsets of nodes (or cores) that can
sustain connectivity under cascading failures. On the other hand, the frac-
tional threshold model examines node failures based on local thresholds—
typically the proportion of failed neighbors required to trigger the failure ofa
given node—making it particularly suitable for understanding contagion
processes and network diffusion dynamics. In the context of power grids, the
load-capacity model serves as a pivotal framework for analyzing cascading
failures in complex networks, where the failure of a single node can trigger a
chain reaction affecting the entire system. This model effectively captures
the balance between local resilience and global vulnerability by assigning
each node a capacity proportional to its load, as demonstrated in critical
infrastructures and communication networks***. This approach under-
scores the importance of load redistribution dynamics in mitigating large-
scale disruptions. These diverse models and their underlying principles
highlight the complex nature of failure propagation in networks.

In this work, we introduce a framework for mitigating cascading fail-
ures by leveraging the local environmental information of the vertices. Our
methodology involves the identification of the minimal set of critical nodes
from the pool of fragile nodes, which only needs to be protected to ensure
near-complete network survivability from the cascades. To identify the
critical set, we employ a graph coloring technique™”, that assigns a unique
color to each node, ensuring that no two adjacent nodes share the same
color, to determine the critical average degree, which is being employed as a
threshold for refining the fragile nodes further. Our results demonstrate that
the proposed framework is optimized in terms of both the fraction of fragile
nodes and the probability of survival. That is, the refined subset of fragile
nodes, the critical set, is the minimum number of nodes to be protected to
retain the maximum survival probability. The effectiveness of our approach
is first evaluated by employing theoretical models, namely Erdds-Rényi
(ER)* and Scale-free networks™, which emulate various real-world network
structures. Subsequently, we assess its applicability in various practical
scenarios by demonstrating its efficacy in real-world networks, namely,
social networks, collaboration networks, and the US power-grid network.
We show that the proposed framework not only adeptly mitigates cascading
failures in basic theoretical models but also establishes robustness in intri-
cate real-life networks. Our findings underscore the efficacy of the proposed
framework in averting network collapse across diverse types of networks.

Results and discussion

Methods

A model of cascading failure. Different failure models have been
extensively studied and applied in various contexts by simulating the
propagation of failures. The k-core method”™ and the fractional
threshold model*”'~*’ are the two common approaches that have been
widely employed to represent failure propagation in real-life networks. In
the k-core method, the threshold, which is used to identify the adopter, is
determined by the absolute number of active neighbors, making it par-
ticularly applicable in epidemiological settings where an individual’s
actual number of contacts is crucial. On the other hand, when the fraction
of active neighbors holds more significance than their absolute number, it
becomes the fractional threshold model. This model finds application in
various fields such as opinion formation®, social dynamics”,
infrastructures®', economics, finance®, etc.

In the context of opinion formation, an individual adopts a certain
behavior if a fraction m of its k immediate neighbors have already adopted it.
In this case, the fractional threshold is “m/k” and not “m” as in the case of the
k-core method. This results in individuals with a large number of their
immediate neighbors becoming adopters to change their state. Such a
process of cascading is illustrated schematically in Fig. 1. We initiate the
cascade by impacting node-2 (gray node in Fig. 1a), which will be removed
with all its links (dashed lines are the removed edges in Fig. 1b). This leads to
a change in the degree and hence the fractional threshold (m/k) of the

immediate neighbors of node-2, that is, nodes 3, 5, and 6 as shown in Fig. 1c.
Now, if the fractional threshold of the latter nodes m;/k; < 6, where m; is the
updated degree of the nodes 3, 5, and 6 after impacting node-2, k; is their
initial degree, and 0 is the predefined fractional threshold, then these nodes
will also fail. We consider a fractional threshold of 6 = 0.84 to elucidate the
cascading process in Fig. 1. Now, the degrees of nodes 3, 5, and6 are
updated to m; =4, ms=4, and mg = 3, respectively (see Fig. 1c). Their
fractional thresholds are calculated as 6; = ms/k; =4/5=0.8 < 6, 05 = ms/
ks=4/5=0.8 <0, and 05 = me/ks = 3/4=0.75 < 0, leading to the failure of
the nodes 3, 5, and 6, represented as gray nodes in Fig. 1c. These failures
propagate further impacting nodes 7 and 4, which eventually fail due to
0, <0 and 6,<0 as discussed above (see Fig. 1d-f), exacerbating the
cascading failure process. Ultimately, only the high-degree node (node-1)
remains unaffected, surviving the cascade as shown in Fig. 1g.

Mitigation strategy. Now, our task is to identify the critical nodes that
play a key role in propagating cascading effects instead of measuring a
node’s importance based on the damage it causes when removed. The
node’s importance in terms of the damage it causes will not be very useful
from the mitigation perspective because, at a critical fractional threshold
0., even an exceedingly small impact” (as minor as removing a single
node) could initiate a cascade effect leading to the network collapse. We
now define fragile nodes as those nodes that fail when a single edge is
removed, which leads to m;( = k; — 1)/k; < 6 for all i.

In Fig. 2, we will delineate the procedure for identifying the critical
nodes from the pool of fragile nodes. The first three steps are fundamental to
identifying the fragile nodes. The last two steps are decisive in identifying the
subset of nodes to be protected from a large pool of fragile nodes. In the
results section, we will show that there is no need to protect all the fragile
nodes; instead, protecting a fraction of the fragile nodes (which can be
identified after the application of the last step) would ensure the full sur-
vivability of the network. We refer to this refined set of fragile nodes as the
critical nodes, which only need to be protected.

A schematic representation of the colored groups (Step 5 in Fig. 2) is
depicted in Fig. 3. Coloring the graph transforms it into a c-partite graph,
here tripartite. Its vertices are partitioned into ¢ different independent sets
(we refer to them as colored groups), where c is the chromatic number of the
graph, e.g,, ¢ = 2 is the bipartite graph. The lowest average degree among the
color groups provides us (k). Now, the critical nodes are the nodes from the
fragile nodes with degree greater than the critical degree, i.e., k; = (k). for all
i € fragile nodes.

A careful analysis of the set of critical nodes reveals that nodes with very
high degrees are not in the critical set because they remain resilient even
under very high thresholds. On the other hand, low-degree nodes become
fragile relatively quickly, but they do not effectively transmit the shock and,
therefore, are absent in the critical set. The most possible candidates for the
critical set are the nodes with medium degrees, which are sufficiently weak to
be fragile and well-connected enough to propagate the cascade significantly.
Selecting this group of nodes for protection offers an effective mitigation
strategy due to their minimal number.

It is essential to outline the graph coloring process mentioned in the
algorithm (Step 4 in Fig. 2), which serves as a crucial step in our algorithm.
Graph coloring is a most important concept in graph theory*, renowned for
its diverse applications, including scheduling problems**’, network
security”, register allocation in compilers, frequency assignment in wire-
less networks*, map coloring™, etc.

To color the graph, we have utilized the greedy coloring technique’®”,
also known as sequential coloring. It is a method of assigning color to the
vertices of a graph using a greedy algorithm. This algorithm processes the
vertices in a specified order, assigning each vertex the smallest available color
that has not yet been assigned to its adjacent vertices. In particular, the colors
are typically represented by integers (0, 1, 2, ...), and each vertex is assigned
the smallest integer that has not been used by its neighbor. Figure 4a illus-
trates the application of the greedy coloring algorithm. Here, we choose the
descending order of the degree of the vertices. The process begins with
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Fig. 1 | Schematic representation of the fractional failure mechanism. Node size
corresponds to its degree with only the labeled nodes relevant to this description. The
gradient (gray color) indicates the impacted node to be removed. a Node-2 is
impacted to initiate the cascade, b impacted node’s edges (represented as dashed

(©

) (9)

lines) are disconnected and eliminated impacting nodes 3, 5 and 6 in (c), resulting in
further impacted nodes in (d-f), exacerbating the cascading failure process, and
ultimately leaving only the high-degree node-1 unaffected and surviving the failure
in (g).

Fig. 2 | Proposed mitigation algorithm. Algorithm
for identifying critical nodes based on local network
topology and graph coloring.
1. Scan each node.

Algorithm: Outputs Nodes to be Protected

2. Check if it is fragile as per the condition defined under mitigation strategy.

3. If yes, check if it has at least two fragile neighbours.

4. Color the graph and calculate the average degree of each color subgroup.

5. Protect only those fragile nodes (fulfilling the 2™ and 3" conditions) with degrees greater than the lowest
average degree of the color group (critical degree).

coloring the highest-degree node (node-1) yellow. Node-4, being adjacent to
node-1, cannot share the same color. Subsequently, the next highest degree
node-2 is assigned the color yellow. Similarly, nodes 3 and 5 being adjacent
to node-2, cannot be colored yellow, but leftover node-7 can be colored
yellow. Once no additional nodes can be assigned the color yellow, the
algorithm proceeds to the next color, which we have chosen it to be the red
color, to continue coloring the graph, and this process repeats until all nodes
are colored. The minimum number of colors required to color the entire
graph provides the chromatic number ¢ of the graph. Note that the small
pink nodes are excluded from this coloring process to simplify the
explanation.

The motivation for choosing graph coloring stems from the realization
that coloring a graph divides it into c-partite (colored) groups based on the
degree of the vertices. By setting the critical degree as the lowest average
degree among these c-colored groups, we find that one can effectively

include all the critical nodes from the fragile set, with the critical set being
appreciably smaller than that of the fragile set. This is because any fragile
node belonging to a color group other than the lowest average degree group
(shown in green in Fig. 4) is likely to have a degree greater than the critical
degree and ensured to be in the protected set.

A schematic representation of the mitigation procedure is represented
in Fig. 4. We consider the same network as in Fig. 1, along with the same
attributes for a better understanding.

The network is colored by applying the graph coloring technique (see
Fig. 4a) to the periphery of the nodes. To simplify the explanation, small
pink-colored nodes are excluded from the graph coloring. The average
degrees of the color groups are determined as (k),esiow = 5.67, (k) yeq = 4.67,
and (k). = 4. Since the blue color group has the lowest degree, its degree is
referred to as the critical degree (k). = (k). = 4. The fragile nodes (nodes
2,3,4,5,6,and 7) identified in Fig. 1 are represented using the dotted line to
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the periphery of the color nodes (see Fig. 4b). Since nodes 2, 3, and 5 have
degrees greater than (k),, ie., (k); > (k). for i=2, 3 and 5, these nodes are
identified as the critical nodes (green shaded nodes in Fig. 4c). Upon initi-
ating the cascade by impacting node-2, as shown in Fig. 1, only node-6 fails
among its neighbors (nodes 3, 5,and 6). This is because nodes 3 and 5 belong

Fig. 3 | Determination of critical degree. A schematic representation of the graph
coloring technique that facilitates the estimation of the critical degree (lowest
average degree), (k),, among the colored groups.

d .
))\\ 7 L 3"
- \/\ ‘—h/T 1
=
» 1 2t
\
\“. o 3 X A
D %
~e 6 0, » 3 .'\
av\ "~ A = 2
~. . N
. o , . 2 LN
* ~ . L
‘l _—"::~ #% . 50l "
. Y - e P
Fae e ¥V B

Fig. 4 | Schematic representation of the mitigation scheme using the same net-
work as in Fig. 1 along with the same attributes. a Colored graph, b fragile nodes,
identified in Fig. 1, are represented using the dotted line to the periphery of the nodes,
c critical nodes are represented using green gradient, d the cascade is initiated by

removing node 2 as in Fig. 1b, e node 2 along with its links is removed, impacting
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to the protected critical set, effectively preventing widespread breakdown
and disruption of the entire network.

Paradigmatic network models. First, we apply the proposed mitigation
strategy to the standard network models, namely Erdés-Rényi (ER) and
Scale-free (SF) networks, to demonstrate its effectiveness in identifying
the minimal set of critical nodes to be protected. The ER graph is gen-
erated by randomly connecting pairs of nodes to achieve a specified
average degree. For this study, the ER graph consists of 20,000 nodes with
an average degree of 8, corresponding to approximately 80,000 edges.
This random graph generation technique ensures a uniform distribution
of connections across the network. In contrast, the SF graph is created
using a preferential attachment algorithm, which models network growth
by preferentially attaching new nodes to the existing nodes with higher
degrees. For this study, the SF graph consists of 20,000 nodes with an
average degree of 6, capturing the power-law degree distribution char-
acteristic of real-world networks.

The survival probability of the ER and the SF networks is depicted in
the first and second rows of Fig. 5, respectively. The survival probability of
the ER(SF) network is depicted as a function of the fractional threshold (6) in
Fig. 5a (Fig. 5¢) for various degrees of protection probability. The stars
connected by a blue line represent the network’s survival probability for full
protection probability, ie., protecting the critical nodes with 100% prob-
ability. The dashed pink line corresponds to the fraction of protected nodes
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nodes 5, 6, and 3, as depicted in Fig. 1c. Nodes 5 and 3 are the critical nodes and are
protected, whereas node 6 is removed following the same procedure as in Fig. 1d.
f No further failures occur, as the neighbors of impacted node 2 are either in the
protected set or their fractional threshold 4 >0, causing the cascade to stop with a
large fraction of the network remains intact.
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Fig. 5 | Application of the proposed mitigation framework of standard networks.
Mitigation of cascading failure on the standard Erdés-Rényi (ER) (a, b) and Scale-
free (SF) (¢, d) networks. a, ¢ Survival probabilities as a function of the predefined
fractional threshold for distinct protection probabilities. b-d Survival probabilities
as a function of protection probability for distinct predefined fractional thresholds.
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The pink dashed line corresponds to the fraction of critical nodes to be protected. We
have fixed N = 20,000 and an average degree of (k) = 8 for the ER network and
N=120,000, (k) =6 for the SF network. 150 realizations were performed for each
network.

(critical set) of the network facilitating the maximal survival probability as a
function of the fractional threshold 0. The lines connecting diamonds and
squares correspond to the survival probability for 70% and 40% partial
protection probabilities, respectively. Finally, the circles connected by the
red line illustrate the network’s surviving probability for the unprotected
case. This is what we refer to as cascading failure (as we are not protecting
any nodes).

The surviving probability is theoretically compared with the simulation
results in the Supplementary Information in Fig. S1. The ER (SF) network
always survives until the critical value of the predefined fractional threshold
0.=0.86 (0.835), regardless of the degree of the protection probability. Near
the critical threshold, the networks require a small fraction of critical nodes
to be protected, as indicated by the pink dashed line, for the complete
survival of the network (stars connected by the blue line) following the
proposed mitigation strategy based on the graph coloring. In contrast, both
ER and SF networks survival probability falls abruptly at 8, and then con-
tinues its downfall more smoothly as the fractional threshold is increased for
partial and zero protection probabilities. Note that the degree of the net-
work’s survival probability is larger for a larger fraction of the protection
probability in the entire explored range of the fractional threshold 6. The
theoretical estimate of the critical fractional threshold 0, is depicted in a
range of the average degree of the network in Fig. S2 of the Supplementary
Information.

The survival probabilities of the ER and SF networks are depicted as a
function of the protection probability in Fig. 5b, d, respectively, for four
different predefined fractional thresholds. The unfilled stars connected by a
blue line, correspond to the predefined fractional threshold 6=0.85 and

0= 0.82, respectively, for ER and SF networks, elucidate the complete sur-
vival probability of both networks in the entire range of the protection
probability, which is consistent with Fig. 5a, c. As the predefined fractional
threshold 6 increases, the survival probability decreases as indicated by
lines connecting unfilled diamonds, unfilled squares, and unfilled circles for
a given protection probability. Further, the survival probability increases
with the protection probability for distinct predefined fractional thresholds
and finally merges together for the full protection probability (see Fig. 5b, d).
It also reveals that the network’s complete survival probability is assured for
any fractional threshold upon protecting the corresponding critical nodes
with full protection probability. It is also to be noted that for a chosen
partial protection (e.g., 0.7), 70% of the critical nodes are randomly selected
from the pool of critical nodes. Further, the survival probabilities depicted in
Fig. 4 are averaged over 150 realizations of the employed graphs. As a result,
the specific subset of protected critical nodes varies across different reali-
zations, leading to fluctuations in the increasing trend of the survival
probability.

Now, to elucidate that the critical set identified by the proposed algo-
rithm is the minimal number of fragile nodes to be protected from the pool
of fragile set to ensure the maximum survival probability, we scale-up and
scale-down the critical degree (k). and investigate the resulting survival
probabilities as a function of the predefined fractional threshold as shown in
Fig. 6a, b for the ER and the SF networks, respectively. The squares con-
nected by the green solid line in Fig. 6 correspond to the network’s survival
probability for a fully protected critical set, obtained using the original
critical degree (k)., while the green dashed line represents the fraction of
critical nodes for the given predefined fractional threshold. The diamonds
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protection case, achieved by scaling down or scaling up the critical degree ((k).). The
corresponding critical nodes are indicated by dashed lines (same as in Fig. 5 on the
right y-axis). The other parameters are the same as in Fig. 5.

and circles connected by the yellow and the red solid lines indicate the
survival probabilities of ER (see Fig. 6(a)) and SF (see Fig. 6(b)) networks
with the critical degree (k). scaled down to 97% and scaled up to 102% for
ER and, scaled down to 90% and scaled up to 110% for SF. Evidently, the ER
network is much more sensitive to the scaling of the critical degree (k).
compared to the SF network. Note that lowering the critical degree allows
the inclusion of more fragile nodes, as indicated by the dashed yellow line, in
the critical set, resulting in improved survival probability. In contrast,
increasing the critical degree leads to poor survivability, as shown by the line
connecting red circles, due to the reduction in the number of fragile nodes in
the critical set (see the dashed red line) compared to that of the critical nodes
for (k).. These results demonstrate that the proposed algorithm effectively
identifies the minimal set of critical nodes to be protected from the fragile set
by determining the least average critical degree (k). of the colored groups
corresponding to the ER and the SF networks.

Comparison with the standard mitigation techniques. Figure 7 illus-
trates the effectiveness of the proposed framework over the standard
intuitive (left column) and centrality based (right column) mitigation
strategies widely employed in the literature. To begin with, we compare the
proposed protection strategy for both ER (first row) and SF (second row)
networks with simple intuitive strategies using the same size of the critical
set, obtained for (k). for a fair comparison. We start by protecting the
randomly selected nodes to illustrate that the proposed strategy is not just
another random selection of fragile nodes. Pluses connected by the orange
line correspond to the survival probability of the randomly selection nodes
of the same size as that of the original critical set (see Fig. 7a, ). We have
also chosen high-degree nodes (hubs), represented by hexagons connected
by the green line in Fig. 7a, ¢), to further understand the role of hubs in SF
networks under the discussed failure mechanism. In contrast to the intuitive
understanding that protecting highly connected nodes leads to better net-
work survivability, hubs do not turned out to be the potential candidates of
the fragile set and consequently the critical nodes as shown under the
Method Section. This is because the hubs remain robust until a very high
threshold (6) is reached under the removal of a single edge.

We have also considered the low-degree nodes (crosses connected by
the red line) under the employed failure mechanism. However, removing
low-degree nodes is very unlikely to propagate the cascade, as they are very
likely to get isolated from the original network. It is evident from Fig. 7a, ¢
that all three choices result in complete survival probability for 6 < 6, similar
to the survival probability for the original critical set obtained for (k). (stars
connected by the blue line). Nevertheless, for 6= 6,, the survival prob-
abilities for all three choices drastically drop to =35% of the full survival
probability and hover around it for 6> 6,. In stark contrast, the survival
probability specific to the original critical set remains near unity for 6> 0,,

elucidating the complete survival of both ER and SF networks throughout
the entire explored range of the predefined fractional threshold.

Next, we compare our algorithm with standard centrality-based
mitigation strategies, including closeness centrality” (triangles connected by
the orange line), Katz centrality™ (inverted triangles connected by the green
line), and betweenness centrality’' (pentagons connected by the red line).
These comparisons are conducted for both ER (see Fig. 7b) and SF (see
Fig. 7d) networks, ensuring the same number of critical nodes are protected
in each case. Note that all three centrality-based strategies clearly under-
perform as their corresponding surviving probabilities drop abruptly to
~25%(=~40%) of the full survival probability at 6 = 6. for the ER (SF) network
and hovers around it as a function of the predefined fractional threshold.
Surprisingly, protecting the minimal critical set identified using the least
average degree of the colored groups always facilitates the complete survival
(stars connected by the blue line) of the networks (see Fig. 7b, d).

Next, we compare our mitigation algorithm with that proposed by
Smolyak et al.”’, which served as a major inspiration for this work and
provided an opportunity for an improvement. The primary distinction
between our algorithm and that of Smolyak et al.” lies in the refinement/
reduction step (i.e., steps 4-5). In their approach, they construct a connected
subgraph of fragile nodes and protect only those fragile nodes whose degree
exceeds the average degree of this subgraph. In contrast, our algorithm
employs graph coloring to calculate the critical degree, defined as the lowest
average degree among the colored groups (as described in the Mitigation
Strategy section). We then protect only the fragile nodes whose degree
exceeds this critical degree. Figure 8 compares the results of the proposed
algorithm (blue stars connected by a solid line) with the Smolyak et al.”
algorithm (yellow circles connected by a solid line).

In Fig. 8a, the survival probability for the ER network is plotted as a
function of the predefined fractional threshold 6 for the full protection case.
Note that, as the fractional threshold increases beyond 6> 0.875, the
Smolyak et al.” algorithm struggles to maintain the full network surviva-
bility. This decline occurs because the reduction/refinement steps (steps
4-5) in their algorithm fail to incorporate enough fragile nodes into the
protected (critical) set, which is critical for sustaining near-full survivability
athigher fractional thresholds. To address this shortcoming, they resorted to
manually lowering the critical degree, as detailed in the section on “Addi-
tional Model Parameters™”. This manual adjustment enabled them to
include more fragile nodes in the protected set, ultimately restoring full
survivability (as shown by the dashed blue line in Fig. 3*’). In contrast, our
graph coloring technique automatically and effectively determines the cri-
tical degree, ensuring that just enough nodes (critical set) are included in the
protected set to achieve near-full survivability across the entire range of
fractional threshold, as evidenced by the blue stars connected by solid lines
in Fig. 8. Figure 8b shows the survival probability for the SF network as a
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function of 8 in the full protection case. While both strategies maintain full
survival probability, the size of the fragile set (yellow dashed line in Fig. 8b)
proposed by their algorithm is consistently an overestimate of the critical
nodes estimated by our algorithm (blue dashed line in Fig. 8b), which makes
it inefficient. Note that a comparison of the critical degree versus 8 for both
strategies is provided for synthetic and real-world networks in the Supple-
mentary Material (see Fig. S10).

These results establish that the proposed mitigation technique adeptly
identifies the minimal critical set to be protected from the pool of fragile
nodes, thereby reducing the enormous resources deployed in protecting the
entire fragile nodes as adopted by the conventional mitigation strategies**”.
Further, we have also confirmed the robustness of the observed results for a
wide range of the network sizes and average degrees of both ER and SF
networks.
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network, and e, f US Power Grid network. The other details are the same as in Fig. 5.

Application to the real-world networks

LastFM Asia social network. We proceed to apply our mitigation strategy to
assess its efficacy in its application to real-world networks. First, we examine
its application to the LastFM Asia Social Network, a collection of LastFM
users sourced from the public API in March 2020, In this network, nodes
represent LastFM users hailing from Asian countries, while edges corre-
spond to the mutual follower relationships between them. The number of
users recorded is N=7626, and their average degree turns out to be
(k) =7.29. The first row in Fig. 9 illustrates the result of the application of
our mitigation strategy on this real-world social network. It is to be noted
that the survival probabilities in Fig. 9 are averaged over 150 realizations of
random node removal to initiate the cascade. In particular, the survival
probability for the LastFM Asia Social network is depicted in Fig. 9a as a

function of the predefined fractional threshold for distinct protection
probabilities and in Fig. 9b as a function of the protection probability for
distinct predefined fractional thresholds. The fraction of the critical nodes to
be protected is also represented as the pink dashed line in Fig. 9a. Note that
only 2% of the total nodes qualify as critical nodes (which is 37% of the
fragile nodes) that need to be protected for the fractional threshold 6 = 0.805.
Recall that 6 = 0.805 refers to the fact that a node must have at least 80.5% of
itsimmediate neighbors to be intact for its survivability. It is obvious that the
size of the fragile set increases with the fractional threshold and conse-
quently the critical nodes.

A more detailed analysis of the degree distribution of the critical nodes
along the unprotected and fragile nodes is shown in Fig. S5 of the Supple-
mentary Information. The markers and their protection probabilities in the
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first column of Fig. 9 are the same as in Fig. 5. The survival probability is
almost as large as 100% in the range of 6 € (0.8, 0.83) for all three distinct
degrees of the protection probability including the unprotected case. A
sudden drop in their survival probability is observed at 8, = 0.83 except for
the fully protected case, which then decreases almost monotonically as a
function of the predefined fraction threshold (see Fig. 9a). The survival
probability decreases with an increase in the fractional threshold (see Fig. 9a)
for a given partial protection probability. Further, the survival probability,
for the distinct predefined fractional threshold, increases as a function of the
protection probability (see Fig. 9b), which agrees with the trends observed in
Fig. 5. Thus, it is evident that the proposed mitigation strategy, based on
graph coloring technique, successfully determined the minimal critical
nodes (pink dashed line), users, corresponding to the LastFM Asia Social
Network, which needs to be protected for its complete survival probability
(stars connected by the blue line).

Collaboration network. As an additional example of a social network, we
present a collaboration network. Collaboration networks are primarily
scale-free in nature. The proposed fractional threshold model could also
be highly useful for identifying the critical nodes of an institution,
industry, or researcher. Here, we use the condensed matter physics col-
laboration data™ with nodes N =23, 133 and average degree (k) = 8.08,
which is derived from the e-print arXiv and encompasses scientific col-
laborations among authors who have submitted papers to the condensed
matter category. In this network, if the author i has co-authored a paper
with the author j, an undirected edge is included between the nodes i and
j. Moreover, when a paper is co-authored by k authors, this results in a
fully connected subgraph comprising k nodes. Collaboration failure can
occur due to various reasons such as severed ties, illness or death of a
collaborator, non-compliance with mutual agreements, issues related to
credit sharing, and much more. Again, it is evident from Fig. 9c that the
collaboration network survives (line connecting stars) completely in the
entire explored range of the predefined fractional threshold for full
protection probability of its critical set (pink dashed line).

Nevertheless, the survival probabilities decrease as a function of the
fractional threshold for the partial protection (lines connecting diamonds
and squares) and zero protection (line connecting circles) probabilities.
Further, the survival probability decreases with increase in the predefined
fractional threshold for a given partial protection probability (see Fig. 9¢c),
whereas the survival probabilities for the distinct predefined fractional
thresholds increase as a function of the protection probability (see Fig. 9d).
Note that only 16% of the total nodes qualify as critical nodes (which is 38%
of the fragile nodes) that need to be protected for the fractional threshold
6 =0.80. A more detailed analysis of the degree distribution of the critical
nodes along the unprotected and fragile nodes is shown in Fig. S7 of
the Supplementary Information. Thus, we have demonstrated that the
collaboration network survives in a range of predefined fractional threshold
by protecting the minimal critical nodes (collaborators).

US power grid network. The power grid network is mostly based on the
redistribution of load™*. Here, we model it using the basic assumptions of
the fractional threshold model to analyze power grids. This implies that the
grid fails if more than “m” out of its “k” connecting grids fail. We use the US
grid network” with nodes N=4941 and average connectivity (k) = 2.67.
Nodes within the network correspond to essential components such as
generators, transformers, or substations, while edges symbolize the inter-
connected power supply lines. In the event of a transformer or substation
malfunction, the repercussions extend to the connected transformers, as
they correspond to the burden of redistributed loads. The results of the
application of the proposed mitigation strategy on the US Grid network are
depicted in the second row of Fig. 9. The survival probability decreases
monotonically as a function of the predefined fractional threshold for the
partial protection (lines connecting diamonds and squares) and the zero
protection (line connecting circles) probabilities. However, the power grid
network exhibits complete survivability (line connecting stars) upon

protecting its critical nodes (pink dashed line) completely in the entire
explored range of the predefined fractional threshold.

In addition, the survival probability decreases with an increase in the
predefined fractional threshold (see Fig. 9¢) for a given partial protection
probability. Furthermore, the survival probabilities for the distinct pre-
defined fractional threshold increases as a function of the protection
probability (see Fig. 9f) as expected. Note that only 13% of the total nodes
qualify as critical nodes (which is 50% of the fragile nodes) that need to be
protected for the fractional threshold 6 =0.75. A more detailed analysis of
the degree distribution of the critical nodes along the unprotected and fragile
nodes is shown in Fig. S6 of the Supplementary Information. Thus, the
above results reveal that employing the proposed mitigation framework to
gauge the vulnerability of a transformer based on the proportion of its
neighboring components could be a pragmatic and efficient approach. By
leveraging such a strategy, the proposed algorithm is able to proactively
identify the susceptible transformers (critical set) for preemptive upgrades,
mitigating the risk of future load fluctuations or overload failures. The
degree distributions of fragile, critical, and non-fragile nodes of all para-
digmatics and real-world networks are illustrated in Figs. S3-S7 of Supple-
mentary Information to elucidate the efficacy of the graph coloring
framework in perfectly identifying the minimal number of critical nodes
from the fragile set.

Conclusion

We have introduced a framework to effectively mitigate cascading failures in
complex networks. In addition, we have shown that this can be achieved by
safeguarding the critical nodes that are most effective at propagating and
intensifying failure. The existing mitigation techniques based on the frac-
tional failure mechanism were successful in identifying the fragile nodes to
be protected to mitigate the cascade®, whose relative size is substantial to
that of the network. We have identified the least average degree of the
colored groups by employing the graph coloring concept, which has been
used as a quantifier to refine the fragile set. The fragile nodes with degree
greater than the least average degree of the colored groups are qualified as
the critical nodes to be protected. The critical nodes are found to be
the minimal possible set to retain the maximum survival probability of the
networks, which we have established by scaling up and scaling down
theleast average degree of the colored groups, thereby substantially reducing
the enormous computational cost vested in protecting the entire fragile
nodes as adopted by the conventional mitigation strategies. Our framework
requires only a minimal understanding of the local neighborhoods of the
nodes to identify the critical nodes, while significantly enhancing the like-
lihood of network resilience, even without the precise knowledge of the
initial source of impact.

We have validated the proposed framework using Erdés-Rényi and
Scale-free networks, which emulate various real-world networks, and
established their efficacy over the other failure mechanisms based on their
degree and centrality measures. Furthermore, we have also assessed its
applicability in practical scenarios by demonstrating its efficacy in various
real-world networks, namely, social networks, collaboration networks,
and the US power-grid network, including Texas power-grid network.
We have also employed the proposed framework to analyze the Texas
power grid’s resilience against tropical cyclone-induced failures. Using the
ACTIVSg2000 test case™, we have identified the critical nodes whose pro-
tection significantly improves the grid’s survival probability. This approach
requires only network connectivity information, making it more efficient
than a recent study focusing on specific line hardening”. Note that by
protecting just 19% of total nodes (which is roughly half of the fragile nodes
identified by our algorithm), the Texas power grid achieves complete sur-
vivability for a fractional threshold of 0.75 (see Fig. S8 of the Supplementary
Information). A detailed analysis of the Texas power grid is provided in
Fig. S9 of the Supplementary Information. By leveraging such a strategy, the
proposed algorithm can proactively identify the susceptible transformers
(critical set) for preemptive upgrades, mitigating the risk of future load
fluctuations or overload failures.
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Itis to be noted that the proposed framework not only adeptly mitigates
cascading failures in simple theoretical models but also establishes its
robustness in intricate real-life networks. Understanding the underlying
dynamics of failures in complex networks and devising effective mitigation
strategies becomes increasingly imperative as we continue to rely on them
and integrate complex networks into daily life. While our study has shed
light on mitigation of cascading failure in static complex networks, some
further open problems could be worked upon, presenting opportunities for
future research. Our approach addresses node failure based on the fraction
of neighboring nodes, which shows promise in failure mechanisms for social
and collaboration networks.

However, in the case of power grid networks, where load redistribution
occurs after the failure of a substation or transformer, our failure mechanism
may not be as effective. Nonetheless, testing our approach with different
failure mechanisms remains an open problem for future research. Another
key area for further investigation is the extension of our methodology to
coevolving networks®®'. As real-world networks are often dynamic, with
nodes and edges changing over time, adapting our approach to account for
temporal variations could yield valuable insights into its mitigation. Addi-
tionally, the emerging field of hypernetworks®>”, which allows for higher-
order interactions beyond pairwise connections, presents another promis-
ing avenue for exploration. Despite these unresolved issues, we contend that
the methodology presented in this study offers a potentially valuable fra-
mework for examining and safeguarding actual networks against cata-
strophic cascading events. It is also to be noted that though the proposed
mitigation technique is effective in providing a computationally efficient
and practical solution across a wide range of networks, including synthetic
ER and SF networks as well as the real-world networks considered in this
study, it may not always guarantee the globally optimal set of critical nodes.
This limitation is particularly notable in extremely complex or irregular
network structures where achieving a globally optimal solution might
require significantly higher computational resources, which might also be
an open, challenging problem.

Data availability

The real-world network data (LastFM and Collaboration) that support the
findings of this study are available in Stanford Large Network Dataset
Collection https://snap.stanford.edu/data/. The US power grid network data
is available in network repository https://networkrepository.com/opsahl-
powergrid.php. The numerical source data for Figs. 5 to 9 are provided
as Supplementary Data with this paper.

Code availability
The codes that were used for the findings of this study are openly available in
the GitHub repository™.
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